Transform Third-Party Risk‘Management
with Censinet RiskOps™

IT/Security Teams Facing Superhuman Demands on Third-Party Risk
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Monitoring is Manual

Demand Outstripping Supply Product Complexity Growing
Must evaluate enormous amount of data Discovering and understanding changes

Total volume of vendors growing faster
in risk is labor intensive

than team & resources per product to understand risk

Manage Third-Party Risk Risk Faster and Easier with Censinet RiskOps™

Censinet RiskOps™ enables seamless, secure collaboration between healthcare organizations (HCOs) and third-party vendors to
assess, monitor, and mitigate the cyber risks that threaten patient care. With purpose-built automation and workflows, Censinet
makes third-party risk management (TPRM) significantly faster and easier for both HCOs and vendors by eliminating all the
manual labor and time-consuming process that plague TPRM. Censinet enables HCOs to manage and monitor risk across the

entire third-party portfolio, while, at the same time, reduces the majority of the risk assessment workload for vendors down to a

single click.

Speed Up the Risk Assessment Process... ...And Assess All Your Third-Party Vendors

Before Censinet Low
Risk
~45-60 DAYS
Average Assessment Completion Time ’

After Censinet

<10 DAYS

Average Assessment Completion Time

’ Only 43%
of critical &
high-risk vendors

Average Reassessment Completion Time
get assessed at
most HCOs

Assess all third parties across their
lifecycle with Censinet RiskOps™
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Secure Exchange + Purpose-Built Automation = Deeper Diligence in Less Time

Direct connection to vendor
facilitates discovery, monitoring
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Direct connection to customer
facilitates assessments, updates

HCOs Use the Platform to Manage Third-Party Risk of
Their Vendors Across the Contract Lifecycle

Vendors Use the Platform to Efficiently, Securely
Complete Assessments and Update Customers

* Scores risk based on vendor responses ® Maintains risk data in central repository
* Adjusts for individual product use cases * Releases information at vendor discretion
* Automates corrective action plans (CAPs) e Creates specific instance for each customer

e Captures full inventory of vendors + their data

® Monitors risk across the third-party portfolio

e Tracks communications within the platform

* Manages requested corrective actions

Get Better Risk Data, Faster
and More Frequently

Schedules and automates reassessments ° Updates customers as posture Changes

Modernize How Your Team Manages Your Vendor Portfolio

Get Alerted to High Priority
Risk Changes

Leverage the Entire Enterprise
to Drive Down Risk

Get detailed risk data & evidence e Alerts for outstanding remediations ® Bring SMEs and business owners

instantly from vendors not closed into assessments and evaluations

Automatically schedule and initiate ® Breach and ransomware ® Assign remediation actions to

reassessments monitoring for your third parties internal stakeholders and vendors

Filter on portfolio data to identify e Alerts to changes in vendor and ® Prompt contracting teams to insert

common risks and vulnerabilities product risk profile key risk language into contracts

Digitally Transform TPRM. All For One Flat Fee.
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